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Dear reader! The traditional annual of the Security Police
Board, fifth in number, gives review of our most important

work and activities in 2002.

The main tasks of the Security Police Board have remained
the same - guaranteeing internal security of the state,
counter-intelligence and combating terrorism, protecting
the State Secret and revealing corruption among high pub-
lic officials. In order to fulfil these tasks we have co-oper-
ated both internally and internationally, and will continue
to do so in the future, aiming our energy at preventive activ-
ity. It is more efficient to anticipate acts and events that
could harm the state's security and constitutional order,
than to deal with liquidating the consequences and iden-
tifying the guilty. A good example of efficient and co-ordi-
nated cooperation between different institutions was the
Eurovision Song Contest carried out in Tallinn in 2002. This
event proved to the world that Estonia can successfully
organise any kind of international action smoothly and safely.

The year 2002 will go to the history of Estonia and Estonians
due to at least two important tokens. In November the
Republic of Estonia received accession invitation from the
world's most powerful international organisation of defence,
the North Atlantic Treaty Organisation (NATO). Negotiations
with the European Union, concerning the accession terms,
were closed, also. In connection with the above-mentioned
events Estonia becomes more and more attractive to
unfriendly intelligence services. That is why we will pay ever
more attention to counter-intelligence. We try to ensure

that our final decisions in intelligence matters will not be
influenced by manipulations of foreign intelligence organ-
isations.

Together with NATO's accession invitation the co-operation
between Estonia and NATO in security matters became much
more efficient. After accession the responsibility of the
Security Police Board as Estonia's counter-intelligence insti-
tution increases, because being the member of NATO
entrusts us to reveal intelligence activities aimed against
the whole membership.

Both, NATO and the European Union participate in the
worldwide combat against terrorism. Doubtlessly, the secu-
rity institutions of every state play important role in com-
bating terrorism. | am convinced that Estonia can be a wor-
thy partner to the other members and applicant countries
in carrying out common tasks.

The Security Police Board's contribution to combating cor-
ruption has increased year by year. Revealing the corrup-
tion cases amidst high public officials has been more and
more successful due to appropriating larger funds to this
field, on the one hand, and due to increasing experiences
of our officials in ascertaining various frauds and other
crimes, on the other hand. However, extensive work in the
field of revealing and anticipating high-level corruption is
still waiting in the nearest future.

Every institution and every citizen can help to guarantee
better security of our state, but also to combat against
crime and develop safe living environment. The Security
Police Board on its part does everything to carry out these
tasks successfully.

| wish you an interesting reading and pleasant co-operation.

Jari Pihl

Director General of the Security Police Board



LARGEST TOWNS IN ESTONIA lby road, km]

Tallinn 398 434 -

Tartu 101 140 185
Narva 68 117 212
Kohtla-Jarve 47 106 156
Parnu 45 040 129
Viljandi 20 608 159

ETHNIC COMPOSITION OF CITIZENS OF ESTONIA

Estonians 67.9
Russians 25.6
Ukrainians 21

Other Nationalities 4.4



Winter event in Kitiorg,

Voru County.

Staff and Training

Two keywords characterized the staff of the Security Police
Board in 2002 (just like in the last couple of years): youth

and gained experience.

In 2002 an average age of our police officials increased by
three months, reaching to 33 years. More than half of our
employees have not celebrated their 30th birthday. An aver-
age amount of working years reaches to six years already.
On the one hand, the contribution of experienced employ-
ees is expected to be ever increasing, and on the other hand,
their work is highly recognized on public level. On February
24, 2002, on the day of our Republic's Anniversary, the
President of the Republic of Estonia awarded several offi-
cials of the Security Police Board with honorary awards. On
Police Day four Security Police officials were awarded the
3rd degree Police Crosses for remarkably good and long-
term execution of service assignments. Altogether 11 offi-
cials were awarded the Certificates of Honour of the Ministry
of Internal Affairs and three of them received also gifts of
value. To one official the Security Police Board assigned the
traditional honorary title of the Security Police Officer of
the Year together with an inscribed firearm and the deco-
ration of honour.

Personnel management in the Security Police Board is con-
stantly developing. If in 2001 the work of personnel depart-
ment was reorganised, then in 2002 main attention was
turned to introducing new principles of staff selection. This
was done in order to make the best of existing (limited)
resources. Any special service is more successful and func-
tions more efficiently if its employees are well educated.
47% of the employees of the Security Police Board have
higher education. The Security Police Board has a principle
to support the studies of its employees in every way.

The volume and quality of supplementary training has
increased from year to year. In 2002 the majority of train-
ing courses were in-house and the handled issues were pri-
marily connected with our everyday work and the laws reg-
ulating it. Most of the courses were prepared and conducted
by higher officials. In co-operation with foreign colleagues
we organised several important courses for our employees,
mainly in connection with improving the skills necessary
for combating terrorism, but also in connection with man-
aging operations. Our officials participated in 27 training
courses, the majority of which were organised by our for-
eign partners via the agency of the Ministry of Internal
Affairs or other public institutions. These courses gave our
officials better knowledge of the work of the Customs, but
also taught them how to combat with terrorism and cor-
ruption, and covered the issues of illegal distribution of
mass destructive weapons (proliferation).

Proceeding from Estonia’s integration to the European Union
in the nearest future the Security Police Board with the help
of Dutch experts carried out an interesting survey con-
cerning the officials' law obedience. The same methods and
criteria have been used in Netherlands during last years in
order to evaluate the internal law obedience and internal
resistance to corruption in various public and municipal
institutions.

In the first phase all the Police Directors were asked to eval-
uate the risks accompanying each specific position in his/her
department. Potentially risky procedures were divided into
five groups - information, money, goods and services, sub-
mitting licences, applying measures. It concludes from the
survey that although quite many risky procedures are car-
ried out in the Security Police Board the possibility of the
occurrence of corruption risk is comparatively different
depending on an employee's position and tasks.



The most risky procedures in the matter of law obedience
were found to be those connected with state secrets and
other information not meant for disclosing, also divid-
ing/utilizing the finances budgeted for surveillance and for
intelligence activity. The result was quite logical, as the
mentioned activities are connected with the main tasks of
the Security Police and most of the officials have contact
with these procedures.

In the second phase of the survey all officials were inquired.
A separate questionnaire was arranged to new employees
and the employees of the personnel department. The inquiry
was anonymous. The inquiry among the new employees
and the employees of the personnel department contained
the following questions: is a new employee instructed suf-
ficiently upon the matters of honesty and professional
ethics; are the job instructions sufficient to act right; do
the employees of the personnel department observe pro-
cedures validated for employing. The received summary
says that the trustworthiness of new employees is thor-
oughly controlled in the Security Police Board.

The answers to the questionnaire in general point out that
the common belief among the police directors and other
employees about law obedient behaviour and risky proce-
dures is similar. Officials consider the most frequently
exploited risky procedures in everyday work to be the ones
that require better regulation and due to that the efficiency
of these fields of activity need regular evaluation. Officials
have an opinion thattheirwork contains more competence
and responsibility than defined in the job instructions. A
positive fact is that the prevailing majority of officials con-
sult with their chief before performing any act not in their
competence. It is positive that the majority of officials con-
sult with the chief of the corresponding structural unit
before carrying out any act not in his/her competence.

The executed survey gave objective picture about how the
officials understand law obedience and how they avoid con-
tacts prone to corruption. The results of the survey will be
used for planning further training courses as well as com-
posing new internal instructions.



Relations with Publicity

Every year on the Police Day (November 12) the Security Police Board
traditionally awards two public officials whose support to the Security
Police in some specific area has contributed in guaranteeing

constitutional order and security of citizens.

In 2002, with the decree of the Minister of Internal Affairs,
the Director General of the Tax Board Aivar Soerdi was
awarded an inscribed firearm. The Director General of the
National Communications Board Juri J6ema was awarded
the Plate of Merit of the Security Police Board with the decree
of the Director General of the Security Police Board.

In 2002 the press and international news agencies were
continually interested in the activities of the Security Police
Board. If we discard the somewhat grievous reaction of one
well-known Estonian newspaper to the theme of "active
measures” described in the Security Police Board's Annual
2001, Estonian media handled our activities and statements
objectively, neutrally and without emotions. International
media, as could be expected, primarily covered the issue of
investigations on crimes against humanity.

However, the Security Police Board does not introduce its
activities only by means of the press or via press releases.
Our employees often participate in various conferences,
seminars and festive gatherings of different institutions
and organisations. Among unconventional fields of activ-
ities the Security Police Board together with other public
institutions has been actively involved in founding and
upgrading a permanent exposition - the exposition of patri-
otic education "Co-operation of South Estonia".

The permanent exposition "Co-operation of South Estonia"
was opened in Valga, Pikk Street 16, on September 29, 2000,
with the help of several public institutions and the inhab-
itants of South Estonia. The process of renewing this expo-
sition is constant and continuous, just as is the creation
process of our state and its institutions.



UMMUSE KASVATUSE
PUSIEKSPOSITSIOON
IOUHA-EESTI UHISTOO

REMANENT EXPOSITION
OF PATRIOTIC EDUCATION
* JOINT PROJECT OF
SOUTH ESTONIA

% « STREET VM.U

At the beginning this exposition was an undertaking of
local enthusiasts, comprising the counties of South Estonia
and its inhabitants. During last year the exposition has met
with extensive support and become a nation-wide under-
taking. At first only the Valga Bureau of the Security Police
Board participated in this project, but by now our whole
institution is actively involved. Similar tendency can be
observed in other public institutions, as well.

On the one hand, the permanent exposition tightens the
contacts between different public institutions, but on the
other hand, it helps to bring public institutions closer to
people. The fact that the exposition, expressing patriotic
education and national security, has been adopted by peo-
ple and gathered supporters is reassuring, because with-
out the support and involvement of people it is impossi-
ble to guarantee actual national security and defence. The
extent of interest is clearly expressed in results - over 4000
visitors in two years. Taking into consideration the size of
Valga this is avery good result.

This undertaking has great importance from the aspect of
regional policy: it is important thatyoung people see what
is going on outside bigger centres and are persuaded that
something can be done there, as well. Although at first the
exposition was aimed at implementing patriotic education
among the youth, it has also helped to introduce public
institutions.

The indoor and outdoor expositions reflect the following
topics:

»  The history of Estonian Border Cuard on Estonian-
Latvian border from 1918 till now;

»  The history of Estonian national defence during 1918-1945;

» The past and present of Valga Police Prefecture and
Security Police;

» Miscellaneous military technology;
» The weapons used in Estonia during the last century;
»  Exposition of cartridges and powders;

» Uniforms of the Border Guard, the Army and various
law enforcement agencies.



Protection of Constitutional Order

The year 2002 proved once more that the Moscow-minded (post)communist
ideology characteristic to the beginning of the 7990s Is running towards its final

decay, following the regularity of history.

Despite the efforts of individual conservative persons to
manipulate with the nostalgic ‘unity of Russians', the local
Russian community is peacefully integrating into Estonian
society. The most significant example of the failure of the
preachers of the national separatist policy of Russians was
the last election of local municipalities. The amount of vot-
ers who gave their vote for the above-mentioned persons
turned out to be marginal and had no influence on the
results of elections.

As the communist ideology and its extreme forms (e.g. the
separatism in North-East Estonia and the desire to sepa-
rate this district from Estonia) have been defeated, the
Security Police has to turn more and more attention to the
new wave of extremism arisen in Russia. The most con-
spicuous representative among them is the National
Bolshevist Party. We must not misjudge the fact that the
organisations that will be described hereinafter are not
numerous or are hardly represented in Estonia. The ideol-
ogy and applied methods of the mentioned movements are
similar to extremism common all over the world. Moreover,
several members of these organisations have fallen under
preliminary investigation suspected of preparing and exe-
cuting terrorist acts.

Combating the Leftist Movements or Russian
Extremists National Bolshevist Party (NBP)
The most active and dangerous extremist movement orig-

inating from Russia is still the National Bolshevist Party.
Since 2000, its activity has more and more inclined towards

political extremism and terrorism. Since May 2001, the leader
of NBP Eduard Limonov (civil name Savenko) has been kept
in the isolator of preliminary investigation of the Security
Service of Russian Federation, accused of illegal possession
of firearms, ammunition and explosives.

In spite of the detention of the leader of NBP Eduard Limonov
and the fact that several members of NBP were brought to
account in Ukraine and Latvia, other limonovians have con-
tinued their activity even more extensively. Thus, the activ-
ity of the National Bolshevist Party indicates clearly that
from the aspect of public security in different countries
(Latvia, Ukraine, Estonia, but also Russia itself) we are deal-
ing with a dangerous organisation, the members of which
can commit various crimes, from disturbance of public order
to actual terrorist acts.

At the moment the National Bolshevist Party has outrun
all other radical and extremist organisations in Russia by
the number of the members in detention. In connection
with that the Ministry of Justice of Russia has submitted a
request to the Moscow District Court to stop the activity
of NBP as a legal person. On July 26, 2002, the national bol-
shevists' newspaper "Limonka" was banned due to insti-
gating social hatred and hostility, agitated to seize power,
change the constitutional order and break territorial integrity,
also propagated war. Currently NBP continues to publish
and distribute "Limonka" via Ukraine.

NBP's activity against Estonia has until now been expressed
by their acts directed against Estonian representations in
Russia, Ukraine and Byelorussia. The following list is the
chronological record of such acts:



Craving for the empire and primi-
tive conception "performed"”
by the national bo/shevi/sts

of Russia.

On March 6, 2002, NBP held a meeting in front of the
Consulate of the Republic of Estonia in St. Petersburg.
Limonovians protested against the "NKVD veterans' trial
based on faked documents" and the "difficult situation of
the Russian-speaking population” in Estonia. There were
several slogans in the style of "We cut off your ears on behalf
of our parents!"

In the night of March 3,2002, NBP carried out an act of van-
dalism at Estonian Consulate in St. Petersburg. Afirst floor
window was broken and the writings "NBP" and "Tallinn -
Russian town" were painted on the frontal of the building.

On October 26, 2002, national bolshevists held meetings
in front of Estonian representative offices in Kiev and St.
Petersburg, where they carried posters and cried various
proclamations. The slogans were the same as in spring 2002:
"Tallinn and Tartu - Russian towns". A more radical act was
the burning of Estonian flag in Kiev.

On November 4, 2002, a meeting was held in front of
Estonian representative office in Minsk.

In the night of November 15, 2002, Estonian Embassy in
Moscow was attacked again. Again the building was soiled
with paint and leaflets were distributed, carrying texts com-
plaining over the persecution of Russian veterans by Estonian
authorities.

On November 25, 2002, NBP held a meeting in Moscow,
using its customary slogans.

In the night of December 26, 2002, the militia of St.
Petersburg discovered a hiding-place of limonovians in a
courtyard of one building located near Estonian Consulate,
containing containers of paint, a smoke bomb and a packet
of leaflets.

The purpose of all the above-mentioned NBP meetings was,
in the first place, to support the former employees of the
security institutions of the Soviet Union, who had been
either brought to trial or convicted for the crimes against
humanity in Estonia. At the same time NBP has repeatedly
threatened Estonia and promised to carry out acts of vio-
lence as a countermeasure.

Until now NBP's main activity has been aimed at protect-
ing the rights of Russian citizens abroad, especially in the
Baltic States. However, recently their activity has acquired
a new tendency - they oppose NATO and the European
Union. It is also evident that their actions have become
more and more radical; they sporadically apply even ter-
rorist measures. Another tendency is their attempt to expand
their structure and acquire more extensive international
response. To acquire the latter NBP has chosen to use active
counter-propaganda to the activity of NATO and to the
enlargement of both, NATO and the European Union. The
most characteristic example of the organisation's antago-
nism towards NATO was the action carried out by NBP in
Prague during the NATO Summit (November 22, 2002), where
two national bolshevists threw tomatoes at the Secretary
General of NATO George Robertson.



The Security Police Board has frustrated the attempts of the
National Bolshevist Party to create its subdivision in Estonia.
NBP tries to expand to Estonia via Latvian branches, where
the active supporters of NBP have assembled into the non-
profit association "Pobeda". The leader of this association
is Vladimir Linderman, who at the moment is hiding him-
self in Russia.

As the activity of NBP becomes more and more radical and
the organisation strives to obtain "international grip”, we
cannot exclude terrorist acts from their behalf. The first
signs of danger appeared already last autumn, when on
November 18, 2002, a group of NBP members was arrested
in Latvia. A large quantity of explosives (trotyle), firearms
and detonators, but also alot of leaflets containing violent
proclamations to overturn public authority was confiscated
from their possession. The three detained leaders of the
non-profit association "Pobeda" are accused of illegal pos-
session of explosives and firearms and of the violent attempt
to overthrow public authority. Vladimir Linderman, who is
currently staying in Russia and applies for asylum there,
has been declared internationally wanted.

The Security Police Board prognosticates that in connec-
tion with integration to NATO and the European Union, on
the one hand, and NBP becoming more active and more
radical, on the other hand, Estonia will continue to be of
interest to NBP and they will continue to carry out acts
aimed against Estonia. The National Bolshevist Party as an
organisation continually represents threat not only to
Estonia, but also to public order in the whole Baltic Region.

10

Russian National Unity (RNU)

The other Russian extremist organisation that tried to estab-
lish itself in Estonia - the Russian National Unity (RNU) led
by Aleksandr Barkashov - has practically seized to exist.
Only afew members have remained in Estonia, trying to
keep in touch with the parent-organisation in Russia and
contact with the active members of RNU in Latvia.

A hard, but not destructive blow to RNU was the criminal
case initiated against the leaders of the organisation in
2001 that has reached to the final court decision by now.
On the basis of § 72 sec. 1 of the Criminal Code (instigation
of national, racial, religious or political hatred, violence or
discrimination) the three accused persons (Allan Hantsom,
Sergei Vassechkin, Sergei Seleznjov) were declared guilty of
committing that crime, as it was ascertained during pre-
liminary investigation that the members of RNU distrib-
uted the information bulletin "Kolovrat" which contained
instigation of national and racial hatred.

The contacts of the local members of RNU with the RNU
sub-organisations acting in Russia are weakening due to
the fact that the St. Petersburg group, which had great influ-
ence on Estonian group, has practically lost interest in local
members. The contacts have actually diminished to the
point that the local members only receive the newspaper
"Kolovrat", which is printed in the Leningrad district.

The local members co-operate most actively with Latvian
sub-organisation led by Jevgenijs Ossipovs. The latter isa
Russian-minded rightist radical under whose leadership the
Latvian RNU took over the Latvian National Democratic
Party and by that acquired the right to act legally. Ossipovs
tries to propagate the same methods and similar tendency
to go to politics among the members of RNU in Estonia.



A spy or a diplomat?

or both..

Counter-intelligence

In 2002 the purposes of unfriendly and aggressive foreign
special services directed against Estonia remained

basically the same.

Intelligence activities were continually connected with
enlargement of NATO and the European Union; in internal
matters regional policy and elections were of utmost inter-
est. The activity of the Security Service of Russian Federation
has become more active in the frontier areas of Estonia.
Among the latest grandiose plans of Russian counter-intel-
ligence or Federal Security Service is the urge towards achiev-
ing the purposes typical of classic and acknowledged intel-
ligence services.

In political intelligence institution an important method
besides gathering information is the work upon influenc-
ing public opinion. In addition to contacts with persons
who shape public opinions (including local media), increas-
ing interest in foreign intelligence officers and the officials
of the applicant countries of NATO and the European Union
could be observed.

According to the opinion of the Security Police Board, in
addition to the usual counter-intelligence activity another
preventive course of action will develop in the nearest future

- ascertaining scientific and industrial espionage by for-
eign countries. Such activity can be prognosticated with
high probability in connection with prospective orders from
the NATO member states.

In February 2002 the Vice Foreign Minister of Russian
Federation Jevgeni Gussarov formulated the famous (by
now already notorious) seven demands to Estonia. Later on
other high public officials of Russia (the Vice Prime Minister
Valentina Matvijenko, the Director of the Second European
Department of the Ministry of Foreign Affairs Mihhail
Demurin) have repeated these demands in one or another
context. At the end of last year yet another request was
added -to increase the number of Russia's diplomats. The
last request strongly indicates to special services and that
can be interpreted only as Russia's increased political and
military interest, also increasing its presence in order to
achieve the above-mentioned purposes. It could be observed
for some years already that the officers of various Russian
special services are transferred to publicly important posi-
tions in civil service, which through that become a disguise
to intelligence activities. In this systematic process of plac-
ing Russian society under the control of special services
Estonia's security is most directly affected by the disguise
positions made for special services in the Ministry of Foreign
Affairs of Russia.

In 2002 it was characteristic to unfriendly foreign special
services to emphasize quality, not quantity. However, due
ttrc])ethe counter-activity of Estonian public institutions they
have not achieved success. Special services have started to
retreat from supporting local communities which actually
meant under cover manipulations. High-quality and highly
secret intelligence methods and new intelligence tenden-
cies are emerging. The latter are expressed in attempts to
infiltrate into international organisations via Estonian ter-
ritory and Estonian officials, but also into the public insti-
tutions of other European countries via their representa-
tives. Attempts are made to infiltrate into Estonian
institutions via Estonian officials working in other coun-
tries, and also to gather information about Estonia's state
secrets via other European countries.

In connection with the negotiations invitation for acces-
sion to NATO and Estonia's accession to the European Union
in the first circle of enlargement the Estonian eastern fron-
tier that becomes the eastern border of the mentioned
organisations will be an increasingly important matter from
the aspect of state security.
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Intelligence officers
invigilating the Russian
community of Estonia.

From the historical aspect the frontier and the territories
connected with it (the so-called frontier zone) have often
been the initial and final points of the special services' oper-
ations of Soviet Union/Russia. For instance, during 1944-
1991 it was symptomatic to the coastal and island regions
of the Estonian SR that the intelligence departments of
the Border Guard units, the special units of the State Security
Committee of the Soviet Union, but also the district depart-
ments of the State Security Committee of the Estonian SSR
and the officers of the Special Service Department of the
State Security Committee of the Soviet Union acting under
cover of the navy headquarters or other military units
secured the same territory or frontier zone at the same time.

By means of intelligence activity the Security Police has
obtained in its possession several extremely precise and
detailed secret and top-secret topographic maps of Estonian
territory from the times of Soviet Union (see the inner sides
of the Annual's covers). The State Security Committee of
Estonian SR and the units of the BorderGuard used these
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maps to chart their agency network and other operative
positions in certain locations. Among other things the maps
include coloured symbols that mark the locations of the
agents and trustees of the State Security Committee of
ESSR, but also the agents and trustees of the Border Guard.
The explanatory parts of these maps give the regions and
directions of operation, but also precise numerical data
concerning the agency network.

The exactness of these maps and the scale of the frontier
activity of special services together with the information
gathered by the Security Police Board during last ten years
give grounds to claim that the means and methods of the
legal successors of the State Security Committee of USSR,
the Russian Federal Counterintelligence Service (FSB) and
Russian Foreign Intelligence Service (SVR), also the legal
successor of the Border Guard units of State Security
Committee of USSR, the Russian Federal Border Guard Service
(FPS) have generally remained the same.



Protection of State Secrets

On November 21, 2002, the North Atlantic Treaty
Organisation (NATO) presented the Republic of Estonia

the invitation to start accession negotiations.

This was not only an acknowledgement of the reforms car-
ried out in the area of military service during last years, but
also in other spheres of public authority. One such area is,
without doubt, the protection of State Secrets.

On August 29,1944, the Republic of Estonia and the North
Atlantic Treaty Organisation concluded an agreement on
the basic principles of exchanging classified information
and enabling access to such information. This agreement
and the documents proceeding from it have been among
the most important direction indicators in the formation
of legal environment for state secrets in Estonia. The invi-
tation for accession also means that NATO as an organisa-
tion has acknowledged Estonia's system of state secret to
be corresponding to the rather strict requirements pre-
sented by the organisation.

In 2002 the emphasis of the legal regulation of state secret
was aimed at final harmonization of Estonia's legislation
with the requirements of NATO, and also at establishing

various amendments and supplements to legal acts in order
to improve cooperation with different foreign and interna-
tional organisations in the field of security. At the begin-
ning of 2002 the Amendment of the State Secrets Act,
adopted by the Riigikogu (Parliament) a year earlier, entered
into force. This amendment regulates access to state secrets
and application for the access certificate by legal persons.
As a result of this amendment legal persons registered in
Estonia can in the future participate in the competitions
on such international procurements that require the pos-
session of the access certificate to state secrets.

At the end of 2002 Riigikogu started proceedings on a draft
law that, if adopted, will add to the previous valid three
state secret classification levels - confidential, secret, top
secret - the forth and the lowest classification level - restricted.
This amendment is directly contingent on Estonia's expand-
ing international cooperation in the field of security, because
NATO as well as several countries apply four state secret
classification levels, and the protection measures estab-
lished for the lowest level of classification are substantially
simpler than for the other three. Setting out the fourth level
of state secrets classification enables to apply the same
measures for protecting the secrets on NATO's "restricted”
level that are subject to corresponding requirements of
NATO. As these measures are considerably more lenient
than the measures applied to the state secrets of confi-
dential level, this amendment will contribute to more effi-
cient application of the Security Police Board's resources.

At the end of 2002 another draft law concerning the State
Secrets Act was submitted to the Riigikogu. This draft law
introduces an amendment, very important for accession to
NATO, specifying the protection and processing of elec-
tronically transmittable information acknowledged as state
secret. NATO's Security Department made an inspection in
Estonia in February 2002. They discovered no essential
infringements in treating NATO's secret information and
that confirmed the development and high level of protec-
tion of state secrets in Estonia. During the two planned
inspections carried out by the Security Police Board in the
Rescue Board and Border Guard Administration no infringe-
ments of the legal acts regulating the state secrets were
discovered.
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« THEINVITATION FOR ACCESSION ALSO MEANS THAT NATO AS
AN ORGANISATION HAS ACKNOWLEDGED ESTONIA'S SYSTEM
OF STATE SECRET TO BE CORRESPONDING TO THE RATHER
STRICT REQUIREMENTS PRESENTED BY THE ORGANISATION. »



Industrial Security

In 2002 a totally new Institution was introduced into

the State Secrets Act - industrial security.

Amendments, which regulate the access of legal persons
to state secret, were introduced into the State Secret Act
already at the end of January 2001, but these amendments
came into force only on January 6, 2002. One of the causes
to introduce changes was the priority set by the Republic
of Estonia - to accede to the North Atlantic Treaty Organi-
zation (NATO). The State Secret Act was amended on the
basis of the Membership Action Plan (MAP), provided in
1999, and the Annual National Programme (ANP) that the
Government approves on the basis of MAP every year. On
the basis of MAP and ANP the State Secret Act was coordi-
nated in compliance with NATO's minimal security require-
ments in the area of industrial security.

The member states of NATO permanently turn more and
more attention to guaranteeing industrial security. It is vital
for every country to protect its economic sector in order to
maintain up-to-date technologies and guarantee employ-
ment. NATO has set an important condition for applicant
countries: they must be capable of protecting their own as
well as NATO's technologies that they will exploit after
accession. A number of characteristic and warning exam-
ples of scientific and industrial espionage carried out by
foreign special services in the Baltic Region became public
in 2002. In spite of the fact that no such cases have been
ascertained in Estonia so far, the unpleasant experiences
of the neighbours should make Estonian enterprises and pub-
lic institutions think how to anticipate such crimes in the future.

On October 4, 2002, the Lithuanian Security Board deported
from Lithuania a citizen of Russian Federation Andrei
Kubachov who by illegal means tried to acquire commer-
cial information about Lithuanian power industry enter-
prises and their privatisation. Besides his own documents
he used for spying afalse passport issued on the name of
a citizen of Netherlands. On the bases of the statement of
the Security Board the Immigration Board cancelled
Kubachov's visa and entered him into the list of unwanted
persons. The Security Board cautioned several public offi-
cials who had committed unauthorized acts in connection
with the business secrets of business enterprises. Lithuania
informed the corresponding foreign agencies about the
deportation of A. Kubachov.

In November 2002 Sweden sent out of the state two Russian
diplomats in connection with adetected case of industrial
espionage in the telecommunication company "Ericsson".
They were declared persona no grata due to activity unbe-
coming for diplomatic status. Swedish court also arrested
three Swedes (two of them were the employees of the
Development Department of "Ericsson") who were sus-

pected of transmitting secret documents to aforeign intel-
ligence service. The company discharged two more persons
from the Development Department accusing them of break-
ing the security rules. Telephone AB LM Ericsson is one of
the leading manufacturers of the world's mobile commu-
nication networks and it is connected with the developing
of radar systems and missile navigation systems for the
Swedish major ground-attack fighter JAS 39 "Gripen". Russian
Ministry of Foreign Affairs refused to comment the notice
of deportation, as usual.

Processing of information in private sector, acknowledged
to be astate secret, was not regulated until the year 2002.
In order to send information to legal private persons at all,
it is essential to check beforehand, whether the legal per-
son is capable of applying security measures provided in
the regulation of protection of the state secret, whether
the staff of the enterprise corresponds to the requirements
of the access certificate to the state secret, and whether
the legal person is loyal to the Republic of Estonia.

As a result of the amendments concerning the access of
legal persons that were introduced into the State Secret Act
Estonian industrial enterprises gained the opportunity to
participate in international procurements in the area of
national defence. It also opened the possibility to employ
Estonian scientists in NATO's various research programmes.
However, legal persons cannot apply for access only on the
basis of desire to participate in some NATO procurement
sometimes in the future. The access certificate can be
applied only in connection with some certain, already
announced procurement or in connection with an upcom-
ing procurement.
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Prevention of International Terrorism

In 2002 the world's attention was continually occupied with the issue of terrorism. If the
year 2001 pointed out that terrorism has become an international phenomenon, then the
year 2002 brought the threat of terrorism closer to the so-called third countries that
previously had no contacts with terrorism whatsoever.
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or Israel located in the third countries, which was quite
unexpected (explosions in a hotel in Kenya and in the night-
club on the Bali Island, Indonesia, also several attacks in
Europe, which were discovered in due time). At the same
time several attacks took place in the countries where is
strong Islamic community together with the representa-
tion of extremists. The Islamic community in Estonia is
quite small (about 1500 persons) and no Islamic funda-
mentalists ortheirsupporters have been identified among
them, so far. Due to that we find that the attacks of Islamic
terrorists in Estonia are highly unlikely at the moment.
However, two events that took place in our neighbouring
countries in 2002 brought the risk of terrorism much nearer
to Estonia than it has ever been before - the explosion at the
Myyrmann Trading Centre in Finland on October 11,2002, and
the hostage crises in Moscow that began on October 23,2002.

The main issues with which the Security Police Board deals
to prevent terrorism are the following:

1 Tofind out the financial sources of terrorism;

2. To gather information about potential executors of
terrorist acts and prevent their activity;

3. To anticipate and investigate crimes contiguous to
terrorism (explosives, explosions);

4. To prevent proliferation;

5. To observe the activity of extremist movements and
persons with extremist inclination;

6. International cooperation.
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Islamic terrorists targeted the objects connected with USA Suppression of the Financing of Terrorism

One of the most important preventive measures of com-
bating terrorism is to suppress the financing of terrorism.
Although so far no persons or organisations financing ter-
rorism have been identified in Estonia, there is still a risk
that Estonian banks could be taken advantage of. Freezing
the accounts in credit and funding banks that are associ-
ated with financing terrorism helps to prevent terrorist acts.
This is possible due to the fact that Estonia has joined with
the anti-terrorism measures of the European Union.

The main financial sources for terrorists are international
drug dealing, weapon trade, smuggling cigarettes and
human trade. In order to control and decrease the move-
ment of criminal money and depositing it, Estonia adopted
the Money Laundering Prevention Act and established the
Money Laundering Data Bureau by the Police Board acting
under administration of the Ministry of Internal Affairs.
Investigating the financing of terrorism has three functions:

1. To avoid terrorist acts: information concerning finan-
cial transactions enables to apply necessary measures
to prevent terrorist acts planned to be carried out in
Estonia or to inform the special services of other coun-
tries that there is a possibility that aterrorist act will
be carried out there;

2. Toidentify persons and organisations connected with
terrorism;

3. Toweaken the economic situation of terrorist organi-
sations by freezing accounts that can be suspected of
being connected with terrorism.



A criminal made harmless m

Parnu Department Store and the

be interested in executing terrorist acts in Estonia. As the
danger of terrorism in Estonia is minimal at the moment,
our attention is mainly turned to possible contacts of for-
eign terrorist organisations (especially Islamic terrorist
groups) in Estonia. We also observe the extremist move-
ments active in Estonia that are capable of any kind of vio-
lent actions in order to propagate their activity and views.

Besides various religious and political extremists, and the
members of the criminal world there are persons who can
try to solve their personal or social problems by means of
executing a terrorist act. Such persons get their inspiration
from the terrorist acts reflected in the media or from the
Internet pages propagating extremist views. The best exam-
ple is the explosion in the Myyrmann Trading Centre in
Finland that was arranged by a 19-year old young man who
had been influenced by the sociopathic Killuminat move-
ment exposed in the Internet.

A similarly tragic event might have taken place in Estonia,
as well. On May 29, 2002, Rainer Latt, 23 years old, tried to
explode himself by means of a self-made explosive device
in the foyer of Parnu Trading Centre "Port Artur 2" with the
purpose of killing himself and the persons nearby. Luckily
the suicide had chosen a detonator unsuitable for trotyle
and there were no victims this time. Indirectly the long-

information about the persons and organisations that could

identifying Potential Executors of Terrorist Actserm preventive work of the Security Police Board and its

efficient activity in the field of revealing crimes connected

crushed Myyrman Trading centre An important field in suppression of terrorism is gather
in Finland,

n
wnh %xplosions also helped to avoid the explosion in Parmu
- it is impossible to acquire sufficient amount of high-qual-
ity explosives in the criminal world.

Prevention and Investigation of

Crimes Contiguous to Terrorism

Although no terrorist acts have been carried out in Estonia
so far, both, attention and material resources should con-
tinually be directed into anticipating and preventing ter-
rorism. The Security Police Board tries to prognosticate and
evaluate potential threats of terrorism as precisely as pos-
sible and turn more attention to preventing and investi-
gating crimes contiguous to terrorism in order to give no
chance to the occurrence of favourable circumstances for
carrying out terrorist acts. Besides terrorism the regulator
has confirmed under the investigative jurisdiction of the
Security Police Board the crimes connected with causing
an explosion, but also handling an explosive device or essen-
tial component thereof. The latter are crimes contiguous
to terrorism. People usually consider such crimes to be ter-
rorism, as well, but this is not judicially correct.

It is nice to recognise that the number of explosions as well
as the number of persons killed in explosions has steadily
decreased during last years. In 1995, which was theyear of
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the highest amount of explosions during the last decade,
there were 81 explosions in which 10 persons were killed. In
2002 there were only 14 explosions in which 1 person was
killed and 2 injured. The only deceased was the bomb-maker
himself. The decrease tendency can be observed in the
amounts of confiscated explosions and explosive devices.
This attests the fact that procuring explosives and explo-
sive devices has become considerably more complicated due
to much more efficient activity of law enforcement agencies.

If in 1995 the police confiscated 3.3 tons of explosives, then
in 2002 only a little more than 50 kg of various explosives
were eliminated from civil circulation. In the future the
Security Police Board strives to prevent potential bomb
explosions by confiscating explosives and taking the "bomb-
masters" to court. The valid Penal Code provides 510 years'
imprisonment for causing an explosion by means of explo-
sives or explosive device. Unlawful handling of explosive
device or essential component thereof brings along either
pecuniary punishment or 2-ioyears' imprisonment.

According to the information of the Rescue Board, until now
no actual explosive devices have been found during post-
threat searches. Despite that the bomb threats harm the
activity of target enterprises and institutions. Firstly, the
activity of a threatened institution is paralysed until the
search is on, not to speak of the employees' psychical ten-
sion that accompanies with it. In case of business enter-
prise the loss of income and potential clients should also
be taken into account. On the other hand, the bomb checks
are very expensive to the state. According to the Security
Board's research every bomb threat together with succeeding
evacuation and bomb search carried out in the year 2000
cost at least 8 800 kroons to the state at the expense of
costs or non-received taxes. Thus, in connection with the
454 bomb threats made in 2002 the state suffered a loss
of nearly 4 million BX in 2000.
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Since 2001 the number of bomb threats decreased signifi-
cantly. Three reasons can be brought out:

1. In connection with anticipation and prevention of bomb
threats additional tasks were put on police prefectures.
Due to that the police started to ascertain and take to
court more and more persons guilty of making bomb
threats.

2. The courts made the persons who had made the threats
to pay out the losses. For instance, the man who made
a bomb threat to the ferryboat "Regula” in 1999 had to
indemnify the loss of 27 600 EEK.

3. Besides press notes concerning bomb threats the media
started to pay more attention to the persons who had
been identified and brought to justice. Due to that peo-
ple started to understand that the bomb threat is not
an innocent joke, but brings along criminal liability
as well.

In conclusion it should be stressed that on the background
of combating terrorism the decrease in the amount of explo-
sions has particular importance in gaining control over
explosive materials as well as over the mediators and users
of explosives.

Observation of Extremist Movements and

Persons with Extremist Inclinations

From the position of preventing terrorist acts it is impor-
tant to observe internal extremist movements and persons
with extremist inclinations who might want to carry out a
terrorist act or who can execute the orders of foreign ter-
rorist organisations or extremist groups. Quite dangerous
are also the persons with criminal background who may
participate in the planning and execution of terrorist acts



Calls 78 228 624 896 820 947 838 1444 1369 1301 1086
Explosions 3 41 71 81 44 40 41 35 31 25 24/14'
Perished 2 5 1 10 6 6 7 5 2 3 1
Injured 2 10 11 26 24 20 6 16 18 9 7/2*
Bomb threats 7 97 125 221 161 150 184 445 454 214 93
of them: at schools 6 45 28 63 45 56 91 251 235 112 48
Bomb suspicions 135 102 100 148 222 206 179
Bomb technical checking 52 58 86 278 296 537 384 70
Liquidated explosive devices 228 1466 1958 4046 1898 10 949 2152 2340 1437 1347 1669
Explosive devices seized by the Security Police 22 60 7 4 7 4 2
Ammunition seized by the Security Police (kg) 110 3343,3 over 600 over 100 98 46 25,5 16,2 11,9

Calls concerning  demination,
explosive devices and ammuni-
tion liquidated by the Rescuing

Board and seized by the Security
Police Board during surveillance
work. 25.05.1992-31.12.2002

* Explosions of explosive

substances

due to financial considerations. Persons and groups with
extremist inclinations have been and will remain of inter-
est to the Security Police, because they are the persons who
may commit terrorist or other acts, counter to the valid legisla-
tion and ethics prevailing in the society, just to attract atten-
tion to their activity or ideology. The Security Police Board
will take every possible measure to prevent the criminal
activity of extremist movements and persons with extrem-
ist inclinations and to anticipate crimes planned by them.

International Cooperation

In order to participate effectively and on equal basis in the
combat against international terrorism Estonia has acceded
to the European Convention on the Suppression of Terrorism,
the UN's International Convention for the Suppression of
the Financing of Terrorism and other international treaties
dealing with combating terrorism. After the terrorist attacks
on September 11, 2001, the Riigikogu has adopted the acts
concerning the integration and ratification of the follow-
ing conventions:

» October 24, 2001 - Convention for the Suppression of
Unlawful Acts Against the Safety of Maritime Navigation
(UN 1988);

» November 7,2001 - International Convention Against the
Taking of Hostages (UN CA 1979);

» January 30, 2002 - International Convention for the
Suppression of Terrorist Bombing (UN GA 1997);

» March 20, 2002 - International Convention for the

Suppression of the Financing of Terrorism (UN GA 1999).

Thus, Estonia has the legal basis that allows international
cooperation. Besides the mentioned conventions drafted
before September 11,2001, UN as well as EU are developing
additional measures for combating terrorism.

Due to greater unity between the states the European Union
has managed more in this field: the list containing terror-
ist organisations is constantly being upgraded, interna-
tional investigation groups have been formed, transmit-
ting information between Europol and its members is being
expedited. In order to facilitate the current system of extra-
diting criminals Europol plans to compose a unitary arrest
warrant. Very high hopes in combating terrorism are placed
on this arrest warrant. Estonia is the member of both,
Interpol and Europol.

The Security Police Board constantly carries out coopera-
tion with foreign special services in order to gather infor-
mation about potential terrorists or persons connected with
them, who could arrive in Estonia or pass through Estonia.
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The 2002 Eurovision Song Contest

The best example of prevention of terrorism was the final
concert of the Eurovision Song Contest held in Tallinn in
May 2002. The Security Police was one of the leading forces
involved in guaranteeing security at the contest.

The Eurovision Song Contest was a unique opportunity to
introduce and advertise Estonia all over Europe. At the same
time this event, highly significant, plenty in guests and in
the centre of public attention, laid incredible responsibil-
ity on Estonia and its law enforcement agencies from the
aspect of security. The risk existed that some terrorist group,
extremist movement or mentally deviated person could
want to take advantage of the Eurovision and the media
attention accompanying it in their interest. It required highly
coordinated activity of the law enforcement agencies and
the institutions connected with organising the concert to
guarantee security and reduce tension.

In order to anticipate and prevent any actions of such forces
the Security Police Board drew up a long-term risk projec-
tion, as well as detailed plans of action to exclude various
risks before, during and after the Song Contest. The risk
projection drawn up in the preparatory phase of the
Eurovision Song Contest became the basis of the security
conception. On the assumption of the risk projection nec-
essary security measures were applied in regard of the places
and persons connected with the contest. Due to the fact
that the final concert of the Eurovision Song Contest was
held in Tallinn in the time of the conflict between two cultu-
res being at its peak, the security measures concerning the
guests, participants and attendants were stricter than usual.

Management structures that included both, the whole
country and certain strategic objects were formed for the
time of the final concert. Special trained staff and various
technical equipment of the Security Police Board were in
constant readiness to react to any potential critical situa-
tion that could occur in connection with the concert. An
internal reserve was formed and additional funds were pro-
vided to support the units that guarded on locations.

According to the Security Police Board's initiative the air
traffic over Saku Suurhall and in its vicinity was restricted
to avoid any threat from the air. The security zone perime-
ters around Saku Suurhall were specified and together with
the Police this area was continuously guarded. Besides Saku
Suurhall additional security measures were applied at other
locations connected with Eurovision - hotels, Tallinn Airport,
Tallinn Harbour, Estonian Television, the technical com-
munication centres and frontier checkpoints. Cooperation
with the Customs and the Border Guard became more
intense. All the above-mentioned measures together guar-
anteed that the Song Contest held in the capital of Estonia
took place successfully and without disturbances.

On the whole, we can consider the job done in the field of
security at the Eurovision Song Contest successful in every
way: exchange of information and cooperation between dif-
ferent structural units and institutions was smooth, applied
measures justified themselves in preventive meaning and
potential problems were eliminated at initial stage.
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The Moscow Hostage Drama and

Its Influence upon Estonia

On October 23, 2003,41 Chechens took hostage more than
800 persons who were visiting the Dubrovskaja Cultural
Centre in Moscow. The majority of hostages were visiting
the theatre. Besides them there were the theatre staff and
some other persons who happened to be in the building.
The hostage takers demanded that Russian troops were
taken out of Chechnia during one week. After ineffective
negotiations to release the hostages the attack of special
units early in the morning of October 26 finished the hostage
drama that had lasted for nearly three days. If at first the
operation was considered to have been successful it soon
occurred that 129 hostages were killed - only 2 of them were
killed duringthe attack, others died in consequence of the
gas used in the attack.

The Moscow hostage drama brought along extensive
response from all over the world, but the hope of the hostage
takers to attract attention to the liberty fight of one small
nation did not come true due to the reason that although
there is no unitary definition of international terrorism the
Moscow hostage crisis corresponded to the agreed features
of international terrorism.

According to the most common approach terrorism is an
illegal activity that:

»  consists in using force or in threatening to use force;

» is aimed against the state, people or organisations or
against their property;

» is purposefully achieving changesin the state's political
or social arrangement.

The Moscow hostage drama corresponded to these features
- they threatened to kill people, to blow up the theatre and
demanded that the troops were taken out of Chechnia. All
this brought along several debates, discussions, critical
articles and standpoints among the leaders of different
countries, but the positive attention and support that the
Chechens had hoped to get was not achieved. The main rea-
son for that was the fact that the action chosen to draw
attention had the features of terrorism at the moment when
combating terrorism was at its peak all over the world.

The tragic hostage drama in Moscow had no direct influ-
ence on Estonia, but indirectly it caused response among
various groups of population and in public institutions. For
example, Chechens and Russians living in Estonia started

to accuse each other sharply. In connection with the hostage
crisis a local Chechen Imran Ahhajev actively started to
make statements in the press, claiming to be the last rep-
resentative of Chechnia in Estonia. The mentioned person
has tried to perform as a person who has influence among
local Chechens, but in reality he has no genuine say in the
Chechen community. However, Ahhajev was quite careful
in his statements, claiming that as an official representa-
tive and politician he cannot approve of what happened in
Moscow, but as a private person he sympathizes with the
cause and would like to be there. According to Ahhajev tak-
ing hostages in Moscow was not terror, but a military oper-
ation.

As Estonian society was positively disposed towards
Chechens until now it is not probable that they would carry
out similar actions here in the nearest future, because the
condemnation of the society would exasperate their situ-
ation even more. In connection with Chechens the great-
est problem for Estonia could become their (illegal) immi-
gration. The local Chechens have already tried to get their
compatriots here either legally or illegally. While the war in
Chechnia continues the probability of the arrival of their
refugees increases constantly. However, such situation
brings along an actual danger that "refugees" and "appli-
cants for sanctuary" with criminal background will try to
take advantage of the situation. Or previous experiences
indicate that the latter usually procure the visitor's visa via
greedy public officials or innocent citizens.

International Terrorism and Estonia

To respond to potential emergency situations the
Government of the Republic of Estonia confirmed the Public
Crisis Management Plan on September 17, 2002, that
describes the crisis management system as a whole and
provides the general principles of crisis management, defines
the liabilities and tasks of local municipalities, describes
the general principles of solving emergency situations,
arrangement of data exchange and informing of people,
and the arrangement of various fields of cooperation.

If we prognosticate the possible influence of international
terrorism on Estonia we can say that there is no direct dan-
ger of terrorism. At the same time we cannot exclude the
possibility that some representative of some extremist
movement or some person with criminal contacts would
want to damage the reputation of the Republic of Estonia,
striving to the European Union and NATO. Although there
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is no internal danger of terrorism in Estonia there is a pos-
sibility that the Islamic fundamentalists may come to
Estonia either legally or illegally to arrange and execute ter-
rorist acts aimed against the Embassy buildings or diplo-
mats of the NATO member states. The possibility of terror-
ist acts aimed against our public institutions or officials is
not very likely at the moment.

Foreign embassies and diplomatic representatives in Estonia
must be protected against any potential terrorist act. It is
important to hold under control the local foreign commu-
nities with criminal contacts, turning main attention to the
persons with Islamic background whose activity has become
more active recently. For the sake of continuation of sta-
bility of our situation we must keep on doing internal pre-
ventive work and, if possible, participate in international
cooperation projects on prevention of terrorism.

Penal Code

In the context of combating terrorism it should be men-
tioned that in 2002 the new Penal Code entered into force,
where the provided punishments for the crimes connected
with explosives are less serious than before.

Since November 12,1997, § 207'3 of the Criminal Code (ille-
gal manufacture, acquisition, storage, delivery, transport,
sale or transfer of explosive substances) provided 5 years'
imprisonment as a minimum punishment instead of the
former 2years. The maximum punishment was increased
to isyears' imprisonment. Similar amendments were made
in other regulations, as well.

Regrettably, the Penal Code that entered into force on
September 1, 2002, reduced the punishments for the above-
mentioned crimes. According to §414 sec. 2 of the Penal
Code unlawful manufacture, acquisition, transfer, market-
ing or other unlawful handling of explosive substances,
which are prohibited to use for civilian purposes, is pun-
ishable by a pecuniary punishment or up to 6years' impris-
onment. Similarly, the punishments have been reduced in
§ 415 (unlawful handling of explosive device or essential
component thereof). This crime is punishable by a pecu-
niary punishment or 2to 10years' imprisonment. Positive
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in the new Act is that in § 405 sec. 2 (causing explosion by
using an explosive device or explosive substance) the min-
imum punishment remained quite high - 5 years impris-
onment.

The results of too lenient punishment policy have reached
court already. On October 31, 2002, the Tallinn City Court
confirmed the settlement in simplified proceeding, pun-
ishing three of the five accused who had marketed 3 kg of
very dangerous explosive hexogen, trotyle and grenades
with 6 months' imprisonment and two with 6 months' con-
ditional sentence. So lenient punishment for marketing
highly dangerous explosives may anew activate the black
market of explosives and make explosive substances and
other components necessary for arranging explosions more
easily available again.

The Security Police Board is in a position that such lenient
punishment policy for the crimes contiguous to terrorism
is near-sighted and not corresponding to the criminal situa-
tion. Our previous practice has confirmed the opposite:
after the code became more severe in 1997 (especially the
provisions dealing with illegal manufacturing of explosives)
the number of explosions resulting in deceased persons
decreased considerably from year to year.
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535 grams of plastic explosive,
dischargers and an alarm-clock
“"lantor". Luckily this dangerous
explosive device was not assem-
bled this time.

Explosives Confiscated in 2002 in the Course of
Different Operations:

In February the officials of the Security Police Board detained
Jevgeni Kanashenkov and confiscated 3 kg of ammonite
from him. The Ida-Viru District Court convicted him of ille-
gal storage of explosives and punished him with 3 years
and 1 month imprisonment.

In April one electric detonator and 630 grams of trotyle were
confiscated from Jevgeni Tsarjov. The Narva City Court con-
victed him and punished him with 4years' conditional sen-
tence with 5 years' probationary period.

In April the officials of the Security Police detained Paul
Paltser and confiscated 4 electric detonators and 535 grams
of plastic explosive hexogen. The investigation ascertained
that the explosive substance was procured from Riivo Jiris-
son. The Court convicted Paltser and Jirisson and punished
Paltser with 4years' imprisonment with 2years' probationary
period, and Jirisson with 4years' imprisonment.

In April the officials of the Security Police detained Oleg
Vnukov, Vladimir Nikonov, Vitali Tarakanov and Vladimir
Gantsev and confiscated 6 mines, 3 kg of hexogen and one
grenade RG-42. By now they have been convicted by the Tallinn
City Court and punished by way of simplified proceeding.

In May Aimar Sikk was detained and 630 grams of trotyle
and 1 electric detonator were confiscated from him. The lat-
ter had obtained the mentioned explosive material from
Taavi Tamm who was detained on May 31,2002, and an ille-

gal hunting gun was confiscated from him. Besides them
charges were brought against Toivo Hilden. By now the Tallinn
City Court has convicted the mentioned persons of illegal pos-
session and handling of afirearm and explosive substance.

In June the officials of the Security Police detained Rein
Ventholst and Kuno Kauri. In the course of search 20 elec-
tric detonators, 4 RGD-type grenades, 970 cartridges of dif-
ferent calibre and purpose, 15 m of blasting fuse and 1 gas
pistol were confiscated at their dwelling places. By now
charges have been brought against both persons of illegal
handling of firearm, ammunition and explosive.

In October the officials of the Security Police detained Urmas
Rooden. During the search at his dwelling place 870 grams
of explosive substance, 56 cartridges, 54 mines and 2 hunt-
ing guns were discovered and made harmless. The criminal
case initiated on the basis of the fact of crime is currently
in proceeding.

In November the officials of the Security Police detained
Toomas Asten. During the search at his dwelling place 1 kg
of explosive substance, 654 cartridges, 1 automatic weapon
AK, 4 hunting guns, 4mines and 8 electric detonators were
discovered.

In 2002, in the course of surveillance activities, the officials
of the Security Police confiscated and made harmless more
than 50 kg of explosive material, including 750 functional
detonators, 119 kg of different explosive substances, 58
mines and 16 grenades. Besides these items 1960 cartridges
of different calibre and purpose were confiscated.

As a result of systematic work of law enforcement agen-
cies, including the Security Police Board, the amount of ille-
gal explosive materials in circulation have decreased con-
siderably. The decrease in the number of explosions is
sufficient acknowledgement of the job done. At the same
time, on the background of the combat against terrorism
control over the movement of illegal explosive material,
but also over its mediators and users, is extremely impor-
tant. Taking into consideration the mentioned fact and for
preventing the potential crimes with the features of ter-
rorism the Security Police Board continues intensive intel-
ligence activity and application of every legal measure in
relation to persons who could deal with illegal handling of
explosive materials or can commit crimes by means of explo-
sive substances or explosive devices
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policemen comiaed
inbribery.

Combating Corruption

In 2002 one of the priorities of the Security Poiice
Board in combating corruption wasto disclose

corruption in law enforcement agencies.

Bribery

enforcement agencies. For law enforcement agencies the
greatest corruption risks, without doubt, lie in potential
contacts between officials and criminal groups. Criminal
groups have always been interested in having "their man"
in different law enforcement agencies, especially in power
structures. Such persons would secure their rear when
exposed to disclosure or hinder the activity of potential
competitors. Especially dangerous are the contracts in con-
sequence of which the police officials start to exert pres-
sure on a leader of some business enterprise in order to
drive the enterprise to poor economic conditions. In order
to "find their man" criminal groups are ready to bribe the
corrupt official or to enable him/her other benefits. At the
same time, it is the trustworthiness of law enforcement
agencies that induces the attitude of citizens into public
authority as awhole.

Particularly deplorable to the reputation of public author-
ity is the occurrence of corruption in judiciary. In 2002 the
Security Police Board, having dealt with revealing corrup-
tion in judiciary, has by now preferred charges against the
Judge of Tallinn City Court Ain Truu in repeated bribery, in
deliberately delivering an inconsistent judgement and in
illegal deprivation of liberty. As the treatment of the men-
tioned criminal case is incomplete, yet, no further com-
ments are possible.
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In 2002 one of the priorities of the Security Police BoardGarruption in police is as deplorable as corruption in judi-
connNbating corruption was to disclose corruption in law ciary, because the legislation gives the police extensive

authority. Misuse of legislation or taking advantage of the
legislation in favour of certain circle of persons is illicit. In
2002, as a result of successful intelligence activity acrim-
inal group consisting of former and active police officials
of the Southern Department of the Tallinn Police Prefecture
was ascertained. They "offered protection” to legal and
partly illegal business enterprises and, taking advantage of
the authority given to them in connection with official posi-
tion, extorted bribe.

In the course of preliminary investigation it was ascertained
that the constables of the Southern Department of the Tallinn
Police Prefecture Priit Olup, Arvi Tammekand and Risto Pam
and the former constable Dmitri Kilinkarov systematically
extorted bribe from the entrepreneurs working in their dis-
trict and also from the shopkeepers of the Kadaka Market.
The entrepreneurs who paid off these police officials were
"under their protection" and the police did not inspect the
legitimacy of their activity. But the activity of these entre-
preneurs who refused to pay them off was constantly con-
trolled, until they were forced to start bribing in order to
avoid losses caused by systematic forfeits. The Security
Police Board took Priit Olup, Arvi Tammekéand and Risto P&m
to court, accusing them in repeated extortion of bribe and
in misusing their official position, and Dmitri Kilinkarov in
repeated mediation of bribe. Due to good evidence the Court
punished most of these men with actual imprisonment.



Bribery appears in very different public fields of activities.
The most widely discussed issue was doubtlessly the bribery
affair of Estonian Motor Vehicle Registration Centre, which
reached to final court decision in 2002. In case of this bribery
scheme the briber turned directly or via some mediator to
Meeli Kaljusaar, the employee of the motorcar club “Radial”,
with the request to obtain the drivers licence illegally. Meeli
Kaljusaar forged the driving school certificates that were
required for applying the drivers licence at Estonian Motor
Vehicle Registration Centre. She then sent the certificates
together with other necessary documents and the bribe to
Jaan Stolts. The latter passed the money to the employee
of Estonian Motor Vehicle Registration Centre Enn Luur, who
together with his colleague Olav Pama or Riho Sillaots forged
the data about the accomplishment of the traffic exami-
nation. On the basis of the forged results Estonian Motor
Vehicle Registration Centre issued illegal drivers licence that
was passed to the briber via the same channel. Altogether
36 persons were taken to court in connection with bribery,
mediation or forging of documents. So far, this was undoubt-
edly the most extensive corruption affair in the legal prac-
tice of Estonia and it was carried out due to effective coop-
eration with the newspaper "Aripdev".

The other case of bribery in 2002 worth of mentioning was
the case of llmar Polli, the former director of Jarvamaa
Veterinary Centre acting under the administration of the
Ministry of Agriculture. This was an interesting case mainly
because the bribe was not money, but working to the ben-
efit of the bribe-taker. It is usually very complicated to prove
such case. llmar Poll was the supervisor of the renovation
works at Paide Piimakombinaat Ltd. and he required of the
construction company to carry out free of charge con-
struction works in the bakery belonging to him. For com-
pensation he promised to grant permission to continue the
construction works at Paide Piimakombinaat Ltd. On the
basis of the application of Paide Piimakombinaat Ltd. the
Security Police Board commenced criminal procedure in
relation to llmar Poll and brought him to account in the mat-
ter of bribery. As limar Poll entirely admitted his fault, the
Court punished him with probationary imprisonment.

Public official - a gambler -

ridiculed by a caricaturist.

Misuse of Official Position

One of the main corruption risks in case of officials is mak-
ing illegal use of their official position. The official posi-
tion is often misused on selfish purposes. In 2002 were
revealed several cases of misappropriation of property
entrusted to officials who took illegal advantage of the
rights and credentials deriving from their official position.

A characteristic example is the case of Kristel Kohv, the for-
mer executive of the accountancy bureau of the Finance
and Budget Department of the Ministry of Defence, who at
the beginning of 2002 was convicted of dispossession of
the finances of the Ministry of Defence. There are other sim-
ilar examples of misappropriations by misuse of official
position. The most widely discussed issue in 2002 was, with-
out doubt, the case of Avo Viiol, the former Executive Director
of the Cultural Endowment of Estonia. During 1999-2002
Avo Viiol, by means of misuse of official position and mis-
appropriation, robbed the finances of the Cultural
Endowment of Estonia in the amount of 8.521.910 EEK.
Extraordinary in this case is the fact that due to his passion
for gambling he lost all this money in Estonia's major casi-
nos. In order to conceal the robbery Avo Viiol repeatedly
forged account histories of the Cultural Endowment of
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that in 2002 were the basis for acquittal inthe cases, which the Security Police Board

had taken to court and which already had valid decisions for offences in office.

QC 8161 (misuse of official position) 1

QC § 1642 (act of corruption) 1

QC § 1646 (bargaining with authority) 1

QC § 1667 (violation of prohibition to engage in enterprise
or work in particular profession or position) 1

QC § 186 (forgery) 1

QC § 257 (breaching the provisions of garrison or internal regulations) 1

Estonia and submitted them to the accountancy depart-
ment. Due to the forged documents the accountancy depart-
ment did not discover the deficit caused by robbery. The
Security Police Board brought Avo Viiol to trial accused in
robbery and forgery of official documents and the Court
punished him with imprisonment.

The most typical example of the misuse of official position
is the case of the former Director General of Estonian Traffic
Insurance Foundation Veljo Tinn that reached to condem-
natory court decision at the beginning of 2002. As Director
General, Veljo Tinn, misusing his official position, concluded
a contract of purchase with Nordika Kindlustus Ltd. and on
the basis of this contract Estonian Traffic Insurance
Foundation purchased the shares of Réavala Biiroohoone
Ltd. in the amount of 41.400.000 EEK from Nordika
Kindlustus Ltd. During preliminary investigation the Security
Police Board ascertained that the real market value of these
shares at the moment of purchase was only 1.500.000-
5.500.000 EEK Thus, Veljo Tinn caused to Estonian Traffic
Insurance Foundation the loss of property in the amount
of at least 35.900.000 EEK.

The cases of Veljo Tinn and Avo Viiol clearly demonstrate
the fact that the supervisory role of the state over the finan-
cial activities of the public judicial persons is weak and
sooner formal than principal. The board's supervisory func-
tions have not been explicitly defined, as well.

Violation of Restrictions Proceeding
from the Anti-corruption Act

One of the main problems in case of officials is continu-
ous violation of restriction on employment and activities,
and procedural restrictions provided in the Anti-corruption
Act. In connection with restriction on employment and
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activities officials still tend to violate the restriction the
prohibition to act as director of the management boards
and supervisory boards of companies, but due to long
explanatory work and the rise in officials' consciousness
the amount of such cases has noticeably decreased com-
pared to previous years. One of the reasons why the situa-
tion has improved is probably the more effective internal
control in the institutions.

As for procedural restrictions officials violate the prohibi-
tion to engage in self-dealing, or conclude transactions of
similar nature or involving a conflict of interest. A charac-
teristic example is the case of Jaanus Vessart, the former
Executive of the Director General of Estonian Rescue Board,
who, being an executive director, performed transactions
with MAJ Esitlustehnika LLC, where he acted as a member
of board. In addition to the abovementioned, Jaanus Vessart,
in performing transactions, also violated the requirements
of the Public Procurement Act. Jaanus Vessart was brought
to trial accused of committing a corruptive act and the
Court punished him with probationary imprisonment. The
mentioned case is noteworthy due to the fact that the
restrictions of the Anti-corruption Act were violated by a
top official of a public institution, whose morality should
have set an example to all the employees of the institution.

The case of the former Director General of Estonian Labour
Market Board Urve Vool is also connected with violating
the procedural restrictions provided in the Anti-corruption
Act. For committing a corruptive act the Tallinn City Court
inflicted her pecuniary penalty and prohibition to hold cer-
tain offices. Urve Vool was accused of not concluding the
lease contract on quarters, which she herself was utilizing,
but which were located in the building of Estonian Labour
Market Board. In connection with making herself this advan-
tage she received corrupt profit while Estonian Labour Market



that in 2002 were the basis for conviction in the cases, which the Security Police Board

had taken to court and which already had valid decisions for offences in office.

CrC § 161, Penal Code § 289 (misuse of official position) 5

CrC § 162 (negligence related to office) 5

CrC § 164 (accepting bribe), CrC § 164'1 (arranging bribe),
CrC8§ 165 (giving bribe)

CrC § 1642 (act of corruption) 3

CrC § 166 (counterfeiting or falsification related to office) 9

CrC § 141'1 (dispossession by misuse of official position) 3

CrC §148'1 (breaching the tax act) 2

CrC §186 (forgery) 9

Other (CrC §8169, 143,260)3

Board suffered considerable financial loss. By means of her
activity as top official Urve Vool discredited the legalism,
honesty and trustworthiness of the activity of a public offi-
cial that causes distrust towards public institutions and
towards the state as awhole. Although the Tallinn District
Court changed the qualification of Urve Vool's crime, it did
not repeal the punishment.

Violation of Restrictions Deriving
from the Public Procurement Act

A separate source of corruption risk that should be observed
is connected with the execution of public procurement. The
major risks in this field are, first of all, connected with cre-
ating unjustified concessionary terms or advantages to cer-
tain business enterprises, whereby such activity is often
contingent on personal interest and self-profit motives.
Cases have occurred, where enterprises with personal con-
tacts have been preferred either directly or indirectly, or
procurements have been split in order to elude the execu-
tion of the procurement. There have been cases, when the
procurement terms have been intentionally compiled in
such way that only one bidder conforms to them - the
favourite of the concerned institution. Thus, the winner of
the public procurement is actually certain already before-
hand. Such channelling of procurement has caused the sit-
uation where the other competitors, aware of such schemes
from previous experiences, withdraw their bids and due to
that the public procurement does not fulfil its purpose.

The reason for corruption connected with the arrangement
of public procurements does not always proceed from self-
ish purposes of the decision makers. Unfounded address-
ing of procurements to certain business enterprises often
proceeds from the mutual agreements of political forces

and other structures. Often the causes lie hidden in the fact
that various enterprises finance political parties. It is clear
that in larger or smaller scale every political party is bound
to the enterprises that have supported them. Thus, most
of the parties, when in power, are ready to address volu-
minous public procurements to these enterprises.

This is an extremely complicated section of corruption,
because the connections between the financing of the party
by some company and the latter preference of this com-
pany to others are not always easily identifiable. Likewise,
it is not always possible to prove that a certain business enter-
prise financed some political party with the purpose of
being preferred in the competition for public procurements.

An interesting, although not extensive problem in the field
of corruption is the long-term and often fixed contracts
concluded with public institutions, which give certain rights
to the private structure. Due to the rapid development of
our society the profit rate may vary to disadvantageous
direction from the state's point of view. At the same time
it is difficult to change or finish the contract terms due to
the inflexibleness of the agreements. It should be men-
tioned that the long-term contracts could be utilized to
avoid the public procurement procedure.

Unfortunately there is no judicial practice in the field of
violations of Public Procurement Act. But, as a positive ten-
dency it should be mentioned that according to the new
Penal Code the breaching of the performing of the terms
of public procurements is now punished in accordance of
the Criminal Code. Thus, in 2003 several new and interesting
judicial precedents can be expected in this field of activity.
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Investigation of Crimes against Humanity

In 2002 the publicity, aswell as politicians and diplomats here and across the
border repeatedly discussed the crimes committed by various occupants and
their minions in Estonia, also the investigation of such crimes.

It was very much, but not only, due to the consistent activ-
ity of the Security Police Board. On July 18 2002 the Riigikogu
(Parliament) adopted the polemical manifestation on the
crimes of occupation regime. Although no new principles
concerning the prosecution of the guilty, it gives unam-
biguous judicial evaluation to the governing and repressive
bodies of the occupational power of the USSR.

Lawsuits

The year 2002 brought along condemnatory sentences in
crimes against humanity for the former senior operative
commissary of the Ministry of State Security of the Estonian
SSR Juri Karpov at two court instances. According to the
court decision and the Security Police's accusation Karpov
is responsible for deporting 40 persons to Siberia and for
the attempt to deport 20 persons. These crimes were com-
mitted at Harju County in March 1949. On October 31, 2002
the Tallinn City Court declared the activity of Karpov to be
the crime against humanity, although the accused claimed
that he captured only the spies of the capitalist countries
and identified illegal persons. However, his signature was
on the documents verifying the fact that the accused had
captured the families of the victims from their home farms
and passed them over at Keila railway station, so that they
could be loaded into cattle wagons. Karpov and his attor-
ney from Moscow Vahtang Fjodorov appealed the court
decision, but the Tallinn District Court with its decision
from December 19, 2002 did not change the decision of the
court of the first instance. Karpov and his attorney have
promised to appeal the decision to the Supreme Court, but
the appeal did not receive procedural permit.

In order to understand the role of security officers like Karpov
in the 1949 March deportation 1949 we must present a short
review of the organisation of mass repression. The deporta-

tion was prepared by the Ministry of State Security (more widely

known by its Russian acronym MCB), the predecessor of the
State Security Committee, by the order of the top leaders of
the Soviet Union. The operation carried the notorious Russian
codename "PRIBOI", (in translation "Breaker"). According to
the propagandist theory of that time the families of "kulaks"
(village usurers) and "bourgeois nationalists” were to be
deported first of all. For making the lists the Ministry of State
Security used the already existing records. The parishes had
the lists of "kulaks' households" that had been compiled
already in 1947-1948; the purpose was not to deport, but to
impose taxes. "Nationalists” were specified on the basis of

30

simple criteria. For deporting the whole family, it was enough,

if one of the family members had earlier been arrested for polit-
ical reasons, had escaped abroad, was hiding from occupa-
tion powers or had been killed as a forest brother. Most of the
deportees were not kulaks, but the above-described "nation-
alists".

A typical deported Estonian family was sooner poor, than
wealthy, and usually consisted of the mother, the fatherless
children and elderly grandparents. The task of the officers of
the Ministry of State Security during preparations was to ascer-
tain the precise composition of deportable families. They also
had to ascertain that the deportees or their relatives have no
"services to soviet power". Regrettably it occurred later that
due to hurrying several veterans of the Red Army, as wellas
the agents of the ministry in question were sent to Siberia.
Such facts should refute the ignorant rumours of the envious
persons informing against their neighbours as the main rea-
son of deportation. Of course, an action of such scale included
the maliciousness of neighbours, denouncing and other kind

of human meanness, but in the conditions of the chekists
"planned economy" these aspects had no decisive role in
deportation.

Before the deportation that took place on March 25-31, 1949,
the Ministry of State Security of the Estonian SSR formed oper-
ative groups in the districts, which wereto be sent into the
villages and farms at the right moment. The formation was
first done on the paper and meant the appointment of the
leaders of the operative groups who were chosen from amongst
the employees of the Ministry of State Security, militia and
the Ministry of Internal Affairs.

Every group contained 12 armed soldiers or fighters of the
national defence battalions, whose names were not consid-
ered important enough to record them. In addition to the
abovementioned every group had to contain 2-3local "party
or soviet activists". The last queerterm included besides the
communists and young communists actually all the persons
of the parish who received their salary from the state, from
the chairman of the executive committee to the shop assis-
tant. The "activists" themselves (except perhaps some espe-
cially trustworthy Party organizer) knew nothing about their
role in the planned compulsory deportation. With the pretence
of a compulsory meeting on the theme of the spring sowing
they were invited to the village community houses or village
people's clubs for the evening of March 24. In some places a
party or some other activity was announced for the sake of
credibility. The persons who showed up were not permitted to
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tragedy: in 1941 as well as in 1949

ittook thousands of innocent
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of what was expected of them. It was not unusual that the

On March 25-31,1949, altogether 20 000 people, most of
them women and children, were sent from Estonia to Siberia
without any proceedings at law.

In November 2002 five former employees of the Soviet secu-
rity institutions and militia were brought to trial at Saare
District Court. The defendants are accused of having com-
mitted a crime against humanity, as they participated in
the 1949 March Deportation. The discussed criminal case
includes the whole deportation at Saaremaa and all the
known offenders who according to medical and psychiatric
expertise are capable to participate in legal procedures and
serve the penalty are accused in this trial. As all the wit-
nesses, victims and interested persons would not have found
room in the usual courtroom, the Court decided to carry
out the hearings in the assembly hall of Kuressaare culture
palace. The planned two week, November 19-29, 2002, were
not sufficient to finish the discussions over this volumi-
nous criminal case and the sessions continue in 2003.

Three sessions were held in connection with the criminal
case initiated in Valga District Court already at the begin-
ning of 2002. The accused there are Vladimir Penart, the

people towards their death, "octiv/st", who returned from the task together with the offgfner chief of the Eia District Department of the Ministry

ative group, found his/her family at the gathering point and
had to join them for the ride to Siberia.

of Internal Affairs of the ESSR, and his special agent Rudolf
Tuvi. They are both accused of murdering the forest broth-

If we try to specify, who were accomplices and who gavethe €rs according to the essential elements of a crime against

orders, we seethat among the first were the local "activists”. numanity. The mentioned criminal case is more thoroughly

Even the soldiers had more authority than they, not to speak dealt with in the Annual of the Security Police Board of last

of weapons. The leading role at places belonged to the lead- Y& The judgement will probably be delivered in 2003. The

ers of the operative groups. They decided, who to take and Security Police Board will continue to take to court the mur-

who to leave. They had the right to command other members derers of the forest brothers and the persons guilty of deport-

of the operative group and the deportees. They had means of ing others; preliminary investigations in all currently pro-

compulsion at their disposal - the weapons and the soldiers ceeded cases will continue, as well.

- to make others obey the orders. Of course, the leaders of thelnvestigations of non-expiring crimes committed by the

operative groups followed somebody else's orders, but the onlynational-socialist Germany during the WW Il evoked exten-

person in the Soviet Union, who did not have to obey, wasjosif sive response among Estonian society in 2002. The Security

Police Board has investigated respective criminal cases for
three years already, but so far we have not found sufficient

Stalin. It is obvious that the criminal activity of one person
would not have been enough to commit all the crimes of com-

munism. The justification - "such was the system" - remains

evidence to press charges against anyone. Some foreign

far too declarative in the criminal procedure. The system ;s
shaped and formed by people, who must also bear responsi-
bility for the crimes. The persons whom the Security Police

organisations have blamed the Security Police in reluctance
and incapability to investigate the mentioned crimes.
However, the failure of the loudly publicized international

Board has taken to court in connection with the deportation campaign "Viimane véimalus” ("Last Chance”) demonstrated

are the highest surviving persons responsible for this crime. the groundlessness of such reproaches and the minimal

prospects of investigation.
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Estonian children, deported to
Siberia, who in the opinion of the
executors of the special operation

"Priboi" were the "supporters of
the bandit formations of fascists

and forest brothers".

Russia's Response

Russian Federation, the legal successor of the homeland of
the crimes of communism - Soviet Union - has often
responded exceedingly gravely to Estonia's success in inves-
tigating war crimes and crimes against humanity. On August
19,2002, the Russian Embassy in Tallinn made a statement
in connection with Vladimir Penart's trial. On September
9, the official representative of Russia's Ministry of Foreign
Affairs Aleksandr Jakovenko condemned the issue of accus-
ing "war veterans" in crimes against humanity. At the begin-
ning of November Russia's Deputy Prime Minister Valentina
Matvijenko referred that these trials are the most acute
issue between Estonia and Russia. Russia's Ministry of
Foreign Affairs made two statements of similar content in
November.

The only judicial argument inthese statements, which is
worth of refuting is the one stating that the Criminal Code
of the Russian SFSR enforced during the period when the
incriminated crimes against humanity were committed did
not provide responsibility for crimes against humanity.
Consequently, the regulation that was enforced in Estonia
in 1944 is, as though, assigned retrospective power, which
are denied by the general principles of international penal
law. Infact atthat time, besides the regulations of the
Criminal Code of the Russian SFSR, the generally approved
principles and standards of international law were valid in

the territory of the Republic of Estonia, as well. That is why
the accused are considered responsible and these crimes
qualify by the Criminal Code and the Penal Code of the
Republic of Estonia.

Based on the generally approved principles and standards of
law, 88 6T1-6V4 of the Criminal Code (crimes
against humanity and war crimes,) and § 83-30 [offences
against humanity) and 8894-109 (war crimes) of the Penal
Code have retrospective effect. This principle is provided in §
6 sec. 4 of the Criminal Code: "A crime against humanity or a
war crime (88 611-614) shall be punishable regardless of the
time of commission of the crime"; and § 5 sec. 4 of the Penal
Code: "Offences against humanity and war crimes shall be
punishable regardless of the time of commission of the

international

offence.” Thus, the provision of § 2 sec. 1 ofthe Penal Code -
"No one shall be convicted or punished for an act which was

not an offence pursuant to the law applicable at the time of

the commission of the act" - does not foreclose the convic-
tion of these persons who committed crimes against human-

ity during the 1940s and the 1950s.

The regulation of European Convention on Human Rights is
similar to the abovementioned. Article 7 sec. 1 thereof pro-
vides: "No one shall be held guilty of any criminal offence on
account of any act or omission which did not constitute a
criminal offence under national or international law at the
time when it was committed. Nor shall a heavier penalty be
imposed than the one that was applicable atthe time the
criminal offence was committed." Section 2 of the same Article
specifies: "This article shall not prejudice the trial and pun-
ishment of any person for any act or omission which, atthe
time when it was committed, was criminal according the gen-
eral principles of law recognized by civilized nations."

Offences against humanity committed during and after the
1949 March Deportation were undoubtedly criminal offences
according to the principles of international
approved by the civilised countries. This, among other things,
is proved by:

law generally

»  The adoption of the Statute of the Nuremberg International
War Tribunal in London in 1945 the London Charter) and,
on the basis of this Statute, convicting persons who com-
mitted crimes against humanity during 1939-1945.

» The UN Assembly Resolution 95 (I) of n. December 1946
that confirms the principles of international law approved
in the Statute of the Nuremberg International War Tribunal
and in the decisions of this Tribunal.



considerably more effective than the collective farms and that
is why this could not have been the main purpose. The solu-
tion lies in the method, which was used to consummate the
totalitarianism of the occupational power. It was much eas-
ier to subject to the power the would-be village proletariat
than independent farmers. Such tactics, tested in the Soviet
Union in the 7930s, was successful in Estonia, as well.

However, the deportation did not strike the mortal blow to
the movement of forest brothers. The movement of forest
brothers became more active after the June deportation in
1941, and the same happened in 1949 right after deportation.
Whole families and people who had lost all their relatives
went to forest, many went, because they were afraid of a new
"Priboi" or anxious to take revenge. Here it should be reminded
that the deportees were sent to Siberia for life. In1949
Estonians had had only one 8-year experience that did not
give much hope ever to see the deportees again. The change
in the situation in the second half of the 1950s was impossi-

It was safer for the chekists o The last statement of Russia's Ministry of Foreign Affairs ble to foresee.

Szozn;u;;Z;ap:s::nr;:!r on November 20th is flavoured with the made-up and absurd  The slow perishing of the movement of forest brothers came
than to step before the guns of  iStOTical facts”, which are presented in the former style  ajong because the farmers (not only kulaks), and this means
the forest brothers.  of aggressive communist propaganda and which remind of  supporters disappeared. Thus, it happened dueto the help of
the notorious Soviet-era textbooks that were so famous of  the abovementioned repressive measures - establishing the
their fabrications of history. For example, it says that after  collective farms. The members of the collective farms did not
the war the forest brothers killed over 15 000 peaceful civil-  have enough food even for their own needs and, of course,
ians. It claims that the special operation "Priboi" or depor-  the forest brothers could not work at the collective farms to
tation was connected with the countermeasures applied  pay for food. As the forest brothers were left without their
against the promoters of the "terrorist bandit formations  supply sources their only alternative was to rob the shops
of fascists and forest brothers". and other places. As they tumbled over the former property
of the deportees, which was now marketed, such activity could
not and did not feel any quilt. The Supreme Court of re-inde-
pendent Estonia has exculpated several former forest broth-
ersfrom the robberies and thefts they had been accused of,
if these acts had been connected with their fight for Estonia's
independence and against the injustice caused to Estonian
nation.

The deportations and the constant hunt for the forest broth-
ers by any means were tightly connected, indeed, although
not as a purpose and a measure, but as different measures to
achieve the only purpose - the securing of the occupation
power. To achieve this purpose the whole nation had to be
subjected to occupation power by force, and the insubordi-
nate persons had to be destroyed or isolated. A widely spread
(and propagated) version is that the purpose of the deporta-  Russia tried to associate the fact that the abovementioned
tion was to stimulate collectivisation - to expropriate the prop- criminal cases were taken to court with the statement of
erty of the wealthier farmers and by that create the real threat Riigikogu of June 18, 2002. By that the authorities wanted
that would force others into joining the collective farms. And  to create an impression as if the statement of Riigikogu
indeed, to carry out the idea of collective farms would not was meant to initiate the campaign against communist
have been successful without the deportation and other large- "security guards" and that these criminal proceedings are
scale repressions. But the main question remains - why did a part of this campaign. Actually, the hearings in court were
official power (occupying state in the present case) want to the result of prolonged systematic investigation, and every-
replace the effective production model with an ineffective. The body involved know it perfectly well. For example, the crim-
then still employed customary farming was without doubt inal case of the 1949 March deportation at Saaremaa was
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in proceeding from August 17,1999 to June 12, 2002 or almost
three years. So we see that the statements of Russian politi-
cians and diplomats have extensive response, but are really
addressed to local electors.

In addition to official statements that represent the offi-
cial position of the Russian Federation, we come across
amazing information expressed by persons whose execu-
tion of office does not include extreme attentiveness towards
what is going on in Estonia. For instance, Aman Tulejev, the
Governor of Kemerovo District has repeatedly expressed his
concern about the criminal cases dealt with in Estonia. (Can
it really conceal the wish to introduce Estonia as intensively
as the capital of the district that he administrates has man-
aged to introduce itself in the context of Russian organised
crime in Estonia?) Just as remarkable is how the essence
and the timing of the Governor's opinions coincide with
the statements of Russia's Ministry of Foreign Affairs.

Atotally different subject compared with Tulejev's state-
ments are the acts of vandalism and the statements of
Russian leftist national bolshevists or the so-called limono-
vians, which are very serious. At the night of November 15,
2002, the limonovians carried out a paint-attack against
Estonian Embassy in Moscow. They have held meetings in
front of the Estonian Embassy before and after this attack.
The contents of the statements of the limonovians gener-
ally coincide with the statements of Russia's official rep-
resentatives, but they are much less diplomatic and con-
tain direct threats. According to our information, Russian
authorities have not brought anybody to account for the
abovementioned attacks in Moscow.

Besides guaranteeing the populist support of the admin-
istration there are signs that Russia strives to rehabilitate
the former communist repressive bodies, as well as the
leaders of these institutions. Let us, for example, recall the
plan to restore the monument of Feliks Edmundovich
Dzerzhinski in the Lubjanka Square. Dzerzhinski, the founder
of VChK, the predecessor of all the other security institu-
tions of the Soviet Union, was the godfather of Red Terror.
He was the person who created and developed the system
of repressions, the inseparable part of which were shoot-
ings, deportations and hard labour camps, and the nation-
wide terror caused by these events. We must agree that
without Dzerzhinski's methods the Soviet Russia would
never had achieved its notorious power, which make a con-
siderable amount of Russians feel nostalgic pride to this
day. But this is a cruel and chauvinist nostalgia. To tens of
millions of people, and most of all to Russians themselves,
the Soviet power and especially the symbols of its means
of compulsion - Cheka, GPU, OGPU, NKVD, NKGB, MGB and
KGB - meant death and suffering.

And so, Russia has a dilemma - either, together with the
other democratic countries, they condemn the things they
are used to be proud of, or they continue to connect their
identity and patriotism with the notorious violent com-
munist past. Regretfully it seems that for now they have
chosen the second alternative as the easier one. At the same
time the highest public authorities confirm to hold the pol-
itics on the Western course. This arouses hope that asso-
ciating the criminals, convicted in Estonia and in Europe
for crimes against humanity, with "their people" will not
last for long. It is impossible to imagine that the German
Federation would be annoyed by the fact that Maurice Papon,
an official of the former puppet government of Vichy, was
found guilty in genocide crimes in France. Even more absurd
would be the fear of the French politicians or diplomats
that such trial could harm the relations between the two
countries. Therefore, there is a lot to learn of the long-term
traditions of democracy in Europe on both, this and that
side of the Lake Peipsi. Investigation of crimes against
humanity and war crimes and an attitude towards it isa
kind of litmus paper of the Western civilisation.



A detailed map from 1978 for operational activity
depicting the Soviet Border Guard Units, located on the isles of Estonia.

Design: Smile Croup

Compiler: Toivo Kamenik
Photography: Véaino Silm, Estonian National Museum, Kristler-Ritso Fond, Archives of Security Police, Scanpix Baltics, Bulls Press
Caricature: Aivar Johanson

Printing: Europrint

36






L y*a nv'e fiTai [IU.fC/A LA

TENKPALLIHI T Piil L PALL b N\ Pl AL LI I TAB rKiiEpA.siiun niT»c 0-'>4-6P-" C,
0-34-58, -

0-34-56.-™ 0-34-57 ...
" iXx> U Vv i. —i v

IwwcdiarZA6ffBAH9CC D

™MAAT' BIIKM MA

GMMamiA ATrKiooBATBHb VERPER m m m 0 mMunvaora m U . I Hpiwter"prheBioancan«ox. WeuwCM COC*
XAKuK@ KadkKW mmm K ta NOT fliikb M1216.28007 0
mmmmmmmwmmsk m miiwi» IRWIHX 3MHIU ¢ Olo*-

MMouiim qFBMVo HA mmmmT Om m m m- HUUI UuNnid « /

ot

es

floilCHMTE AbHA il 3 AnucK-A

I0iHuwmoro owuk, weuut** omuoi. Wc* KUIW »»«»»«« KAHOWHOCB»
I. 3UW4 WMWOUICHMIIOIUX OKHOi MSt, SOCHUUOM BOUCW e
- UUIOUKU * bOWOVtWUttt ObttftHft UIItMBIUK M U U* »X WrOWMMI loeomM M
ANV » AN\NT MKHWOe mWHW (s ce*» »H«W> MIVOUHt HACIUMI K >*0*.

n .tuaw conuoroa OWMMMM mo»w i* «teu: -onut MMIIOHMMKU wimwooSnu
P-\I*  (p-10»;. M ow U % pranperu t »M»i*»iiiliilmi
-<«CTOIC N.-5 HIAMMAHX Kw>E/tbKOHHACI(06  KANPAIMCHWf HPECHCT OFE

HAnPAt/lt «MS






