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Summary

A new technique to deanonymise users of the TOR network is demonstrated. It is shown
that the majority of a small truthed set of data can be deanonymised without any false
hits anywhere in eight bearer-hours of data.

For this algorithm to be further tested we must run some TOR exit nodes and collect
data from these. SIGINT packet logging of guard node traffic is also required.
Demonstration software is available in the form of an R package from
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1 Introduction

The Onion Router (TOR) [1] is used by individuals and organisations that want to hide
the originating IP address of their communications.

A TOR client chooses the circuit their traffic will follow through a set of TOR routers
before contacting the destination server. The first hop after the client is to the subset of
the routers designated as “guard” nodes. The final hop in the TOR network is from a
subset of routers which choose to be an “exit” node. There can be any number of TOR
routers between the guard and exit nodes but typical clients choose to have one router.

There are many features that mean it is hard to track traffic through the TOR
network:

e Traffic is encrypted in multiple layers between the client node and each TOR
router (leading to the “Onion” analogy). Hence data between each TOR router
has different ciphertexts. Unencrypted traffic is only seen between the exit node
and destination server.

e TOR splits all traffic up into standard size “cells”. Therefore packet sizes can not
be used to follow traffic.

e Each connection between TOR routers will typically multiplex many circuits’ traffic
effectively masking any particular user’s traffic.

e To ensure fairness of service TOR has a per-circuit rate-limiting store-and-forward
buffer in each router. This buffer tends to flatten timing features in traffic. [3]

The aim of this work is to find the client IP address associated with unencrypted
traffic between an exit node and a destination server. This paper achieves this aim given
the following constraints:

e We must own the exit node. This constraint means that we can demultiplex traffic
by TOR circuit and thus get a cleaner signal. See section 5 for more detail.
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e We must be able to log the packet times of the traffic from the guard node to the
client.

e The TOR communication must be long and structured. We will demonstrate the
technique against a single user browsing the web via TOR.

e The client must not be running a TOR router of their own — otherwise we can not
separate the client’s own traffic from other TOR traffic.

The attack we will present is based on correlating exit node and guard node traffic and
does not require tracking communications through any intermediate link in the TOR
network. This approach should help maximise the chance of a successful attack despite
incomplete SIGINT coverage.

2 Test data
We are going to work with two sets of data:

1. Truthed data where we have matched guard node and exit node traffic for a single
user web browsing.

2. Bulk traffic logs for guard nodes from four SIGINT bearers.

We will try to develop techniques that can correctly match up the truth data but not
false alarm anywhere in the bulk SIGINT logs.

2.1 Truthed data

TOR is designed to make it hard to link client and exit node traffic together. In conjunc-
tion with ICTR-NE and JTRIG we came up with a way to collect the exit node traffic
from our own web browsing. As illustrated in figure 1 we used a virtual private server
(VPS) as an intermediate destination for our traffic. We then run packet loggers on our
client machine and the VPS.

We run an open HT'TP proxy server on the VPS. We want to run an open proxy server
to ensure that there is minimal impact on the data flows (which, for example, authenti-
cation may introduce) whilst still being able to conduct representative web browsing. A
risk of an open proxy server is that other internet users may use it thus potentially lead-
ing to unlawful traffic interception. To avoid this danger we changed our “User-Agent”
string to a non-standard value and the proxy server was configured to only respond to
this user agent. Furthermore the proxy server was only active for the brief duration of
the experiment. This setup was approved by JTRIG. No traffic due to other users was
detected in the packet logs.
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